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Agenda
 DCMA DIBCAC has identified a list of “Top 10 

Other Than Satisfied (OTS)” Requirements in 
the 100+ audits that they have conducted based 
upon NIST 800-171.

 In this session, review the Top 3 cybersecurity 
controls that have resulted in an OTS result to 
date: 
 FIPS-validated cryptography (3.13.11)
 Multifactor authentication (3.5.3)
 Documentation of system flaws (3.14.1)
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CMMC Maturity Levels
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Top 3 audit deficiencies

 Presentation approach
 Review NIST 800-171 guidance

 Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations

 Review NIST 800-171A guidance
 Assessing Security Requirements for Controlled Unclassified Information

 Provide supplemental references
 Speculate regarding potential reasons for 

failure/deficiencies
 Provide practical suggestions for full compliance
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FIPS-validated cryptography (3.13.11)
 Employ FIPS-validated cryptography when 

used to protect the confidentiality of CUI.
 DISCUSSION

 Cryptography can be employed to support many security solutions including the protection of 
controlled unclassified information, the provision of digital signatures, and the enforcement of 
information separation when authorized individuals have the necessary clearances for such 
information but lack the necessary formal access approvals. Cryptography can also be used 
to support random number generation and hash generation. Cryptographic standards include 
FIPS validated cryptography and/or NSA-approved cryptography. See the below:

 NIST CRYPTO - National Institute of Standards and Technology (2019) Cryptographic 
Standards and Guidelines.    https://csrc.nist.gov/projects/cryptographic-standards-and-
guidelines

 NIST CAVP - National Institute of Standards and Technology (2019) Cryptographic Algorithm 
Validation Program. https://csrc.nist.gov/projects/cavp

 NIST CMVP - National Institute of Standards and Technology (2019) Cryptographic Module 
Validation Program. https://csrc.nist.gov/projects/cmvp

https://csrc.nist.gov/projects/cryptographic-standards-and-guidelines
https://csrc.nist.gov/projects/cavp
https://csrc.nist.gov/projects/cmvp
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171A - FIPS-validated cryptography 
(3.13.11)

 How determined?  Where found?
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Module Validation Lists

 https://csrc.nist.rip/groups/STM/cmvp/validati
on.html

https://csrc.nist.rip/groups/STM/cmvp/validation.html
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FIPS-validated cryptography (3.13.11)
 Employ FIPS-validated cryptography when 

used to protect the confidentiality of CUI.
 Why is this the top deficiency?
 Understanding?
 Cost to replace devices/software?
 Failure to check the validation list?
 Improper CUI scope on the network?

 Practical solutions
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Multifactor authentication (3.5.3)
 Use multifactor authentication for local and 

network access to privileged accounts and for 
network access to non-privileged accounts.

 Discussion
 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf

 Key Words/Concepts:
 Factors to authenticate
 Local access vs. network access
 Privileged vs. non-privileged accounts

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf
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171A - Multifactor authentication (3.5.3)
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Multifactor authentication (3.5.3)
 Use multifactor authentication for local and 

network access to privileged accounts and 
for network access to non-privileged 
accounts.

 Why is this the 2nd highest deficiency?
 Understanding regarding when MFA is required?
 Cost to purchase MFA tools?

 Free trials, focus on most at risk network access

 Practical solutions
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Documentation of system flaws 
(3.14.1)
 Identify, report, and correct system flaws in a

timely manner.
 Discussion:

 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf

 Key words/concepts:
 patches, service packs, hot fixes, and anti-virus signatures

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf
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Documentation of System Flaws –
Supplemental Information
 Common Weakness Enumeration (CWE)

database           https://cwe.mitre.org/

 Common Vulnerabilities and Exposures
(CVE) database      https://www.cve.org/

 SP 800-40 rev 4 provides guidance on patch
management technologies.
 https://csrc.nist.gov/publications/detail/sp/800-40/rev-4/final

https://cwe.mitre.org/
https://cwe.mitre.org/
https://csrc.nist.gov/publications/detail/sp/800-40/rev-4/final
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171A - Documentation of system flaws 
(3.14.1)
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Documentation of system flaws (3.14.1)
 Identify, report, and correct system flaws 

in a timely manner.
 Why is this the 3rd highest deficiency?
 Understanding patch management procedures?
 Cost to purchase a ticketing system?
 Failure to document the problems and corrections 

in the ticketing system?
 Practical solutions
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Summary
 Be as rigorous as possible in your basic 

assessments.
 Common characteristics in the top 3 audit 

deficiencies
 Get the help that you need, sooner rather than 

later.
 Last reminder –

 Your contract/prime contractor requirements can 
change instantaneously, but your business can’t 
complete all NIST 800-171 requirements as fast.
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References
 Defense Federal Acquisition Regulation Supplement: Assessing Contractor Implementation of

Cybersecurity Requirements (DFARS Case 2019-D041)
https://www.federalregister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-

regulation-supplement-assessing-contractor-implementation-of

 Supplier Performance Risk System (SPRS) https://www.sprs.csd.disa.mil/default.htm
https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf

 NIST SP 800-171 DoD Assessment Methodology, Version 1.2.

DoD Procurement Toolbox

 Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

 CMMC Accreditation Body CyberAB > Home

 DoD CUI Program https://www.dodcui.mil/

https://www.federalregister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-regulation-supplement-assessing-contractor-implementation-of
https://www.sprs.csd.disa.mil/default.htm
https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
https://dodprocurementtoolbox.com/site-pages/cybersecurity-other-resources
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://cyberab.org/
https://www.dodcui.mil/
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